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Senior AP| Architect at Natixis, helping people understand and create APlIs




APl Design Reviewer’s Starter Set
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The Augmented API Design Reviewer

Improving API Design Reviews

PARTIAL AUTOMAT ION

OPENAPI SPECIFICATION SPECTRAL LINTER
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API| Design Review

Process

DISCUSSION




API| Design Review

Process

ANALYSIS




API| Design Review

Process

DISCUSSION




API| Design Review

Process

DISCUSSIONEE e ANAL YS TS



API| Design Review

Purpose



API| Design Review

Purpose




API| Design Review

Purpose

DEVELOPER EXPERIENCE




API| Design Review

Purpose

LOOK AND FEEL







API| Design Review

Problem

property_name_wlth_wrong_case



API| Design Review

Problem

schema_name_wlth_unneeded_suffix_dto



API| Design Review

Problem

/{wrongl}/paths/structure



API| Design Review

Problem

n n

dd 1 1 2 J : 144
[“"non", "evolvable™, "design ]



API| Design Review

Problem

API NAME API DESCRIPTI

N BASEPATH FORMAT

VERSION FORMAT PATH

FORMAT PATH CASE COLLECTION PLURAL NAME PARAMETER NAME SUFFIX
PREFIX PARAMETER NAME CASE AUTHORIZED AUTHORIZED PARAMETER TYPES

HTTP METHODS MANDAT

CODES AUTHORIZE RESP

NAME CASE SCHEMA D

TYPES DATE VS DATETIME F

RY HITTP STATUS CODES AUTHORIZED HTTP STATUS
= SCHEMA NAME SUFFIX PREFIX SCHEMA

EPTH R

NSE TYP

= Q

RMATS SECU

JIRED PROPERTI

=S AUTHORIZED MEDIA

RITY DEFINITIONS SCOPES ..

MANY GUIDELINES CONFORMANCE CHECKS




API| Design Review

Problem

OVERSIGHT RISK ON MANY SMALL REVIEWS




API| Design Review

Problem

HOW MANY OVERSIGHTS ON HUGE REVIEWS?Y



API| Design Review

Problem

LESS TIME ON DUMB CHECKS

MORE TIME ON NEEDS AND DX
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Machine Readable API Description
OpenAPI Specification

openapl: 3.0.3

paths:
susers/{userlId}:
ge 1:
summary: Read a user
responses:
200
description: The user
content:
application/json:
schema:

$ref: ®#s/components/schemas-User



Machine Readable API Description
OpenAPI Specification (JSON Schema)

components:
schemas:
User:
properties:
1 d:
type: 1nteger
first_name:
type: string
last_name:
type: string
address:
$ref: #,/components/schemas/Address
required: [1d, first_name, last_name]




AP| Description Linter

Spectral

A flexible JSON/YAML linter, with out of the box support for
OpenAPI vZ2/v3 and AsyYyncAPI v2.



AP| Description Linter
Running Spectral CLI

> spectral lint openapi.yaml



Running Spectral CLI

> spectral lint openapi.yaml

1T:1 warning o0as3-apl-servers 0OpenAPI “servers must be
present and non-empty array.

[..more..]

(:9 warning operation-tags Operation should have non-empty
“tagst array.

x ¢ problems (0 errors, ¢ warnings, 0O infos, O hints)



AP| Description Linter
Running Spectral CLI

PROBLEM LOCATION (LINE:CHAR)

ilﬁ warning operation-tags Operation should have non-empty
“tags® array.



AP| Description Linter
Running Spectral CLI

PROBLEM LEVEL

7:9 operation-tags Operation should have non-empty
“tags® array.



AP| Description Linter
Running Spectral CLI

RULE NAME

Operation should have non-empty
“tags® array.

[G Al i EikcBOoperat Ion-tags




AP| Description Linter
Running Spectral CLI

PROBLEM DESCRIPTION

(:9 warning operation-tags Operation should have non-empty

“tags® array.



AP| Description Linter

Predefined Rules

contact-properties

Info-contact

Info-description

Info-license

lIcense-ur |

no-$ref-siblings
no-eval-in-markdown
no-script-tags-in-markdown
oasZ-any0Of

oasZ2-apl-host

oasZ-apl-schemes
oasZ2-host-not-example
oasZ-host-trailing-slash
oasZ2-oneOf
oasZ2-operation-formData-consume-check
oasZ-operation-security-def ined
oasZ-parameter-description

oasZ-unused-definition
oasZ2-valid-definition-example
oasZ-valid-parameter-examp le
pas3-apl-servers

oas3-examp les-value-or-externalValue
oas3-operation-security-defined
oas3-parameter-description
oas3-schema
oas3-server-not-example.com
oasS-server-trailing-slash
oas3-unused-components-schema
-content-schema-examp le
-header-schema-examp le
-oas-content-examp le

oass-va
oass-va
oass-va
oass-va
oass-va

1 d
HKe
1 d
HKe

1@

—0asS -
—0asS -

neader-examp le

parameter-examp le



AP| Description Linter

Creating Spectral Ruleset

> VI ruleset.yaml



AP| Description Linter

Creating Spectral Ruleset

rulesk



AP| Description Linter

Creating Spectral Ruleset

rules:
properties-id-stringg

another-rule:

yet-another-rule:



AP| Description Linter

Creating Spectral Ruleset

rules:
properties-i1d-string:
SINER]: $.components.schemas.*.properties.id

DOCUMENT ROOT




AP| Description Linter

Creating Spectral Ruleset

rules:

properties-i1d-string:
glven: $.components.schemas.X.properties. id
therl

freld: type

function: enumeration

functionOptions:

values:
- string




AP| Description Linter

Creating Spectral Ruleset

alphabetical

enumeration

falsy

length

pattern

cas Ing

schema CORE FUNCT IONS
schemaPath

truthy
undef Inec
unreferencedReusab leOb ject
XOT

typedEnum




AP| Description Linter

Creating Spectral Ruleset

rules:

properties-i1d-string:
glven: $.components.schemas.X.properties. id
then:

freld: type

function: enumeration

functionOptions:

values:
- string

e hRlleh: All 1d properties must be of type string




AP| Description Linter

Running Spectral CLI with Custom Ruleset

S I-Taha RN EE - ruleset.yvam | s X=h=IoREVE]II



Running Spectral CLI with Custom Ruleset

> spectral lint -r ruleset.yaml openapi.yaml

28:1¢ warning properties-id-string All 1d properties must be
of type string

x 1 problem (O errors, 1 warning, 0O Infos, O hints)



AP| Description Linter

Running Spectral CLI with Custom Ruleset

RULE

glven:
then:

fi1eld:

function: enumexration

functionOptions: compongnts:

values: schemas:
- Use
pryperties:

1 d:
type: Integer
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Easter eggs
Look for the tip alert badge in slides

TIP ALERT
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Ruleset Design

Prerequisite

GUIDELINES FIRST




Ruleset Design

RELEVANTEEUSER FRIENDLYREMAINTAINABLE




Ruleset Design

NAMEDESCRIP T ION




Ruleset Design

ORGANIZAT ION

GRANULARI TYSEVERITY
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Ruleset Design

Rule Granularity

GET ~swhatever

{



Ruleset Design

Rule Granularity

GET swhatever/<plural name>

“items”: [ .0 ]



Ruleset Design

Rule Granularity

GET swhatever/<plural name>

“Ttems”: [ ..} ]



Ruleset Design

Rule Granularity

GET swhatever/<plural noun>

“items”: [ { ..} 1,

“Dage”: {
“current”: 1,
“total”: 12



Ruleset Design

Rule Granularity

rules:

valid-col lection-schemak



Rule Granularity

rules:
valid-collection-schema:

ﬂE&!ﬂIﬂEﬂﬂH: A list response must be encapsulated Inside an
| tems property of an object, elements must be objects and the

object list may come with optional pagination data composed of
current page Index and total page number



Ruleset Design

Rule Granularity

rules:
valid-collection-schema:
description: A LISt response must ..

EI!EH: $.paths[?(/(s|i?es|ves)$/.test(Bproperty))]
.get.responses.200.content. “application/json’.SeENFE




Ruleset Design

Rule Granularity

rules:
valid-collection-schema:
description: A LISt response must ..

EI!EH: $.paths[?(/(s|i?es|ves)$/.test(Bproperty))]
.get.responses.fol0. content. “application/json'.schema




Ruleset Design

Rule Granularity

rules:
valid-collection-schema:
description: A LISt response must ..

EI!EH: $.paths[?(/(s|i?es|ves)$/.test(Bproperty))]
.[Ehl.responses. Z200.content. “application/json’'.schema




Ruleset Design

Rule Granularity

rules:
valid-collection-schema:
description: A LISt response must ..

EI!EH: :MWoaths[?(/(s|i%es|ves)$ /. test(Bproperty)) IJTIP ALERT

.get.responses.Z200.content. “applications/json’'.schema




Ruleset Design

Rule Granularity

rules:
valid-collection-schema:
description: A LISt response must ..

given: $.paths..

e}
function: QEHEME

functionOptions:

schema:
# Put expected JSON Schema here



Ruleset Design

Rule Granularity

then:
function: schema

functionOptions:

schemag
# JSON Schema of the expected JSON Schema@lIP ALERT

type: object
required:

- properties
properties:
properties:
type: object



Ruleset Design

Rule Granularity

paths:
/USers:
get:
responses: GET /USERS RETURNS AN ARRAY 0OF USER
200 :
content:
applicationsjson:
schema:
type: array

| tems::
¢ref: #,/,components/schemas-/User



Rule Granularity

> spectral lint -r ruleset.yaml openapi.yaml

54:11 warning valid-collection-schema A list response must
be encapsulated Iinside an I1tems property of an object, elements
must be objects and the object list may come with optional

pagination data composed of current page Index and total page
number

SO WHAT?Y

x 1 problem (0O errors, 1 warning, 0 Infos, O hints)



Ruleset Design

Rule Granularity

rules:
valid-collection-schema:
description: A LISt response must ..

messagefll"{{description}} ({{path}}: {{error}}”

TIP ALERT




Ruleset Design

Rule Granularity

> spectral lint -r ruleset.yaml openapi.yaml

>4:11 warning valid-collection-schema A list response must
be an encapsulated inside an I1tems property of an object,
elements must be objects and the object list may come with

s RENs IR NI RN IR =W ( ¥ ~components/schemas/Users: 0D ject
should have required property properties )

T00 COARSE GRAINED RULE

x 1 problem (0O errors, 1 warning, 0 Infos, O hints)



Ruleset Design

Rule Granularity

rules:
response-i1s-object:

response-list-is-encapsulated:

response-list-1tem-1s-0b ject: FINE GRAINED RULES

response-pagination-is-valid:



Ruleset Design

Rule Granularity

> spectral lint -r ruleset.yaml openapi.yaml

O4:11 warning |pENERNESRENERESEI L fa=IINRERE=s] A |IST response
(get swhatever/<plural name>) must be an object with a mandatory
property 1tems which I1s a list

D2: 13 warning PRENMEHNEERRSELLNEIel A success (2xx, except 209)
Or an error (4xx or DOXX) response must be an object

EXPLICIT PROBLEM

x 2 problem (0 errors, 2 warnings, 0 infos, O hints)
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Ruleset Design

Rule Severity

rules:
rulename:
severity: error
description: must be fixed without discussion

204 NO CONTENT RETURNING DATA




Ruleset Design

Rule Severity

rules:
rulename:
severity: warn
description: fTi1x 1f needed

POST BODY WITHOUT REQUIRED PROPERTIES



Ruleset Design

Rule Severity

rules:
rulename:
severity: Info
description: possible I1mprovement

ADDING PAGINATION OR FILTERS ON LIST




Ruleset Design

Rule Severity

rules:
rulename:
severity: hint
description: further Investigation needed

NON APPLICATION/JSON MEDIA TYPE

SHOULD NOT GO THROUGH APl GATEWAY




Ruleset Design

Rule Severity

rules:
Tixs
severity: error
fIx-1T-needed:
severity: warning
possible-improvement:
severity: Info
further-investigation-needed:
severity: hint
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Ruleset Design

Rules Organisation

MULTIPLE RULESETS

oas-ruleset.yaml Info-ruleset.yaml
basepath-ruleset.yaml path-ruleset.yaml
mode l-ruleset.yaml mode | -response-ruleset.yaml

http-method-ruleset.yaml http-status-code-ruleset.yaml

parameter-ruleset.yaml security-ruleset.yaml



Rules Organisation

extends: MAIN RULESET
- oas-ruleset.yaml

- Info-ruleset.yaml

- basepath-ruleset.yaml

- path-ruleset.yaml

- http-method-ruleset.yaml

- http-status-code-ruleset.yaml
- parameter-ruleset.yaml

- model-ruleset.yaml

- model-response-ruleset.yaml

- security-ruleset.yaml
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lesting Rulesets

Version 1 - Monolithic Manual Testing

> spectral lint -r ruleset.yaml test-openapi.yaml

SINGLE RULESET + SINGLE TEST FILE




lesting Rulesets
Version 2 - Split Manual Testing

> spectral lint -r security-ruleset.yaml \
security-test-openapl.yaml

MULTIPLE RULESETS + TEST FILES




lesting Rulesets

Version 3 - Automatic Testing

> npm Install —save-dev Bstoplight/spectral
> mocha testssecurity-test. Js

MOCHA UNIT TESTS RUNNIG SPECTRAL LIBRARY




lesting Rulesets

Version 4 - Isolated Automatic Testing

beforeEach(function () {

this.linterTester.disableAl |RulesExcept(this.rule)

})

ONLY 1 RULE KEPT ACTIVE



lesting Rulesets

Version 4 - Isolated Automatic Testing

const document = {
paths: {
'/somespath': {
anymethod: {
responses: {

204 {}

Prii)

linterTester.runAndCheckNoError (document)

ALSO ABLE TO USE PARTIAL DOCUMENTS



lesting Rulesets
Version 5 - Checking Tests Exhaustivity

1t ( 'should exist a test file for each ruleset’', function () {

})

1t ( 'should have no untested rule', function () {

CHECKING EVERYTHING IS TESTED




lesting Rulesets
Version 6 - JSON Paths Testing

TIP ALERT

$¢.paths.*. % parameters[?(/(query|body|header) /. test(@. in)) ]-. responses

EASY TO MISS TARGET WITH COMPLEX JSON PATHS




lesting Rulesets
Version 6 - JSON Paths Testing

const { JSONPath } = require(’ jsonpath-plus ') RizNaEa=S)

const document = { .. }

const expectedPaths = [
[ ‘'paths’, 's/somespath’, "anymethod’, 'responses’', 201°],
[ 'paths’', 'ssomespath’, "anymethod’, 'responses’', '401°],

]

linterTester.checkGivenFound(document, expectedPaths)

TESTING JSON PATH INDEPENDENTLY




lesting Rulesets
Version 6 - JSON Paths Testing

$.paths

MORE OR LESS TESTING

$.paths.*[?(! (/(parameters|"x-)/.test(Cproperty)))]



lesting Rulesets

Anatomy of a Test Suite

> VI test/ruleset-test. Js



lesting Rulesets

Testing Summary

NS RN GR VR NIRRT T s O REEN [F | | S RULESET TO LOAD

}



lesting Rulesets

Testing Summary

describeC'ruleset name', function () {

describe('rule name', function() { TELLS RULE TO ACTIVATE

}



lesting Rulesets

Testing Summary

describeC'ruleset name', function () {

describe( 'rule name', function() {
|t 'should find .., .. )
1t( 'should 1gnore .., .. )
|tTC 'should return errors .. , . )
|t ( 'should return no errors .7, . )

TESTS GIVEN

TESTS THEN




lesting Rulesets

Testing Summary

describeC'ruleset name', function () {

describe( 'rule name', function() {

|t 'should find .., .. )
1t 'should find ..", .. )

|tTC 'should return errors .. , . )
|t ( 'should return no errors .7, . )
}
describe ('’ EEICHECKS NO UNTESTED RULE

}



lesting Rulesets

Benefits

> nom run test

45> passing

CONF I DENCE




Designing Rulesets

Take aways

GUIDELINES FIRST

USER FRIENDLINESSEEMMAINTAINABILITY

RULE GRANULARITY RULE SEVERITY ORGANIZE IN RULESETS

TEST
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Using Spectral in 3 Different Ways

Quick Check With CLI

> spectral lint -r N TIP ALERT
https://raw.git.comsapi/releases/main-ruleset.yam |
user-vil-openapl.yaml

USE RULESET IN GIT REPO

>4:11 error response-list-is-encapsulated A list response..
5>:13 error response-is-object A success (Z2xx, except 209)..

x 2 problem (2 errors, 0O warnings, O infos, O hints)



In Depth Analysis In Stoplight Studio

studio | Studio | Stoplight

studio Q Search (% Share  [4] Publish SignUp =] Login €}

APls —
¥ no tags @ Delete 5= Form </ Code [ Preview

+ Example

array|$ref( #/components/schemas/User )]

Address

Message
User . o . .
A list response (get /resources or post /resources/search) must be an object with a mandatory property items which...

A success (2xx, except 204) or an error (4xx or 5xx) must return an object (#/components/schemas/Users/type)

o » openapiyaml » » components > » schemas » » Users €) Mock Server ®




In Depth Analysis In Stoplight Studio

studio | Studio | Stoplight

Q Search (% Share  [g] Publish  SignUp =] LogIn

n- Form <P Code

response-is-an-object

openapi.yaml “ A success (2xx, except 204) or an error (4xx or 5xx) must return an object

response-list-is-encapsulated

A list response (get /resources or post /resources/search) must be an object with a mandatory

property items which is a list and optional additionallnformation and page (pagination) properties

Line Message

' BEe; » .spectral.yaml
|




Using Spectral in 3 Different Ways

In Depth Analysis In Stoplight Studio

extends:
- https://raw.git.comsapi/release/main-ruleset.yaml



https://raw.git.com/api/release/main-ruleset.yaml

In Depth Analysis In Stoplight Studio

studio | Studio | Stoplight

studio QQ Search (% Share [+] Publish Sign Up -] Login €}

APls . v . RA
¥ no tags @ Delete u- Form <> Code [ Preview &3

. OPENAPI CODE

52
53 type: string
54 Users:
55 type: array
items:
$ref: "#/components/schemas/User"

IvViviviawiIo

. ine  Message PROBLEMS LIST

54 A list response (get /resources or post /resources/search) must be an object with a mandatory property items which...

User

55 A success (2xx, except 204) or an error (4xx or 5xx) must return an object (#/components/schemas/Users/type)

o » openapiyaml » » components » » schemas™3™¥=Users VoK SeTve




Using Spectral in 3 Different Ways

Spreadsheet Review Summary

> spectral lint -r N
https:7/raw.git.comsapi/release/main-ruleset.yaml X\
user-vil-openapl.yaml

x 45> problems (335 errors, 638 warnings, 20 infos, 2 hints)



Using Spectral in 3 Different Ways

Spreadsheet Review Summary

> spectral lint BEEEEENESE -r ruleset.yaml openapi.yaml
[

, TIP ALERT
"code”: "response-list-is-encapsulated”,
"path": [ "components"”, "schemas", "Users"],
"message’: "A LISt response ...,
"severity: O,
"range": { "start": { "line": 53, "character": 10 },

"end" : { "line": 50, "character": 41 } 1},

"source": "spath-stosopenapi.yaml”

JSON OQUTPUT




Using Spectral in 3 Different Ways

Spreadsheet Review Summary

> spectral lint -q -f Json -r ruleset.yaml openapi.yaml \

Jq -r -t csv.JqQRTIP ALERT

code,severity,path, line,message
response-list-is-encapsulated,error,®/componentss/schemas”/
Users,>35,A LISt response ..
response-is-an-ob ject,error ,¥/components/schemas-sUsers-/type,>4,A
SUCCess ..

JSON TO CSV (JQ'S MAGIC)




Spreadsheet Review Summary

B

— severity = path

—

code
iInfo-name-not-contain-api error #linfoltitle

basepath-no-api error #/servers/O/url
path-valid-structure error #/paths//pet
http-status-code-mandatory-401 error #/paths//pet/put/responses
http-status-code-mandatory-500 error #/paths//pet/put/responses
response-schema-is-defined-0as3 error #/paths//pet/put/responses/400

http-status-code-no-404-when-no-path-parameters |error #/paths//pet/put/responses/404

2
3
4
o
b
/
8
9

response-schema-is-defined-0as3 error #/paths//pet/put/responses/404

—
-

http-status-code-put error #/paths//pet/put/responses/405

—_—
—

response-schema-is-defined-oas3 error #/paths//pet/put/responses/405

—
N

http-status-code-400-operation-level-query-body-header-param  error #/paths//pet/post/responses

—
w

http-status-code-mandatory-401 error #/paths//pet/post/responses

—
S

http-status-code-mandatory-500 error #/paths//pet/post/responses

—
i

http-status-code-post-unusual-200 info #/paths//pet/post/responses/200
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The Augmented API Design Reviewer

Take aways

OPENAPI + SPECTRAL: MUST HAVE FOR APl DESIGN + DESIGN REVIEWS

LINTER NEED DESIGN AND TEST

LINTER DO NOT REPLACE HUMANS

LINTER HELP HUMANS FOCUS ON WHAT THEY RE GOOD AT



THE END



